Abstract. In this paper a new approach of image steganography has been proposed that hides a gray scale secret image into colored (BMP) image. The proposed approach has two phases, in the first phase we compress the secret image using artificial neural network technique and in the second phase, we hide the secret image using Least Significant bit substitution method. By combining these two techniques our proposed approach increases the capacity of data hidden effectively and efficiently to (88.8906%) of the image size with no noticeable distortion on the carrier images.
INTRODUCTION
The huge development in the Internet technology has raised the demand of a secured and private communicational environment. With the increased number of users, the need for information hiding has become as an essential issue in the World Wide Web. The users are concerned about maintaining and preserving the confidentiality of the messages transmitted though the Internet. Steganography is one of the techniques in which information is being concealed using a carrier for the secret message. There is an array of different types of steganography and every one of them has its own specific properties and applications. On the other hand, there are various types of carriers that have been used to hide the information such as text, video, audio and digital images files. Digital images are widely used in the steganography area. Image-based steganography has been applied in many applications in different aspects of life, including medicine, computer systems and other branches. Images are of different formats. The most common formats are : bitmaps (BMP), (JPEG), (GIF), (TIFF) and (PNG). Although each one of them has its own representation and layout in the computer memory structure, all of them have been used as a carrier or as a cover file to harbor a secret message. Since images have been used widely in the Internet, users prefer small-sized images in order to accelerate its sending, as it requires low bandwidth and less transmission time, thus the need for an image compression technique has appeared to reduce the sizes of large images. Image compression is the science of efficient coding of pictorial data in order to reduce the number of redundant bits required to represent an image, and because of that, it consumes less memory space for saving an image as well as reduce the channel capacity required to transmit them [1] [2] . Image compression technique can be divided into two essential coding schemes, such as: lossy compression versus lossless compression and predictive versus transform coding compression [3] . In lossless compression schemes, the reconstructed image is numerically identical to the original Image, this is also known as "reversible compression", In contrast, lossy compression deals with a reconstructed image which contains some degradation relative to the original image. Therefore, a difference between the two is accepted. This variation is caused by totally discarding redundant information in the original image. Lossy compression can be accepted, if the losses are objectively invisible to the human eyes [1] [2] [3] [4] . Artificial Neural Network is one of machine learning techniques which have been used in solving image compression problems. It proves its superiority over traditional methods when dealing with noisy or incomplete data moreover ANN has the ability to preprocess input patterns to produce simpler patterns with fewer components 5 , after that the compressed features may exit the network into the external environment in their original uncompressed form 6 ; The ANN based techniques provides a sufficient compression rates of the data, in addition the security which is easily maintained because the compressed data stored in the hidden layer sent along a communication line is encoded and does not resemble its original form [2] 
I. Related Work
In order to characterize the weakness and the strength of the steganography system, various problems should be considered as: capacity, robustness and the undetectability features where the importance of each one of them depends on the application. Hiding capacity is one of the most important problem in steganographic system which represents the size of information that can be hidden into the cover file or it represents the total number of bits hidden and successfully recovered by the steganography technique. This problem needs to be more investigated by the researchers in order to increase the capacity of the data hidden [8] [9] . In the field of image based steganography, Kurak and McHugh proposed the earliest method of digital steganography; their method embeds the data into the 4th LSBs (least significant bits). In 2003, Yeshwanth Srinivasan 10 has proposed a method named Bit Plane Complex Steganography (BPCS), where the amount of hidden data reached to (20%) of the size of the image without noticeable distortion. A novel steganographic approach using triway pixel-value differencing (T-PVD) has been proposed by Changa et al 11 . This approach upgraded the hiding capacity of the original PVD method by using three different directional edges to design the triway differencing scheme. Another application was developed by Mittal et al 12 , where the relative entropy between content encryption with one key and decryption with several keys, corresponded to the amount of hidden information, as well as in their work, they have proposed the use of machine learning techniques to identify images as suspicious or nonsuspicious. All the previous work could achieve to hide (50%) of size of the cover image. EL-Emam NN 13 , has proposed a new method of image steganography, based on machine learning system to hide a large amount of data into bitmap images which reached to (75%) size of cover image. In this current work, the adaptive image filtering and adaptive image segmentation have been used with bits replacement on the appropriate pixels. Hence, in the present study real efforts have been taken to propose a new approach which increases the capacity of hidden data in the field of image based steganography by utilizing both image compression technique and artificial neural network algorithm in order to compress the secret image before embedding it.
II. Methodology of the Proposed Approach
In our proposed approach we have merged two adopted algorithms; these algorithms are from different areas of research, which help us to increase the capacity of hidden data. The proposed approach compresses the secret image using Artificial Neural Network before hiding it inside the source image. This approach can be divided into two major phases; the first phase represents the image compression technique by using Artificial Neural Network 5 and the second phase represents the steganographic system by using spatial domain technique.
A. Phase one: Image Compression Using BackPropagation Algorithm
One of the most famous neural network algorithms that have been used with image compression is back propagation algorithm. Back-propagation algorithm uses supervised learning, which means that inputs and desired outputs should be given to the network prior to the training process, and then the error (difference between the actual and desired results) is computed. The working procedure of this algorithm has two major processes in order to obtain the desired output from the network; The first process is called the 'Forward Pass' and the second one is called 'Backward Pass'; the back-propagation neural network got its name based on the Backward Pass process 14 . The main idea of the back-propagation algorithm is to minimize the error (difference between the actual and desired results), until the network learns the training data. The training begins with random weights, and the main goal is to adjust them so that the error will be acceptable. The network should be designed in such a way that N>K, where N is the input layer and output layer neurons while K is the hidden layer neurons, in order to achieve image compression process, the compressed image will be the output of the hidden layer neurons. The procedure to compress a gray scale image within Multi layered feed-forward backpropagation is explained in Fig (1 •
Spatial Domain Technique
The main idea of hiding a secret message in the spatial domain method is that, the message is embedded directly into the cover image. One of the most common spatial domain technique and the simplest steganography method is the least significant bits (LSB) insertion method.
• Least Significant Bit Insertion (LSB)
Different kinds of steganography methods have been used for embedding data into various multimedia files. The Least Significant bit (LSB) in computer science is the lowest order (right-most) bit of a binary value sequence. The LSB insertion coding process is replaces the LSB bit of the secret image with the one of the source files; Changing the LSB value from (0) Changing the LSB value from (0) to (1) or leave them unchanged 15 does not have a big and perceptible effects on the stego-image ( which represents the altered image), depends on both the nature of the hidden bit and the LSB of the corresponding pixel value 16 . The LSB encoding process is required that the human eye would not be able to detect the distortion in the stego-image file, by using the least significant bit method it is possible to embed a significant amount of data into images files in such a way that, there is no visible degradation of the cover image 17 . A 24-bit file is widely used to store digital images which provide more space for information hiding; on the other hand, it can be quite large. Pixels in colored images are formed from three main colors: red, green and blue (RGB). A 24-bits images use 3 bytes for each pixel, where each color is represented by one byte, for example by using the lower two bits of these color channels to hide data, the maximum color change in a pixel could be of 64 color values, which leads to a very little change that is undetectable by the HVS 18 . Decoding of the LSB process is the reverse steps of the encoding process where the cover image reads the eight least significant bits of those changed bytes to re-create the hidden byte 16 . In our proposed approach we have used a 24-bit colored image (RGB image) as a cover to hide a gray scale secret image, by using the LSB bit from each pixel of each color channel that means using three pixels (eight bytes) of the cover image to hide one pixel from the secret image. The LSB encoding procedure is illustrated as follows: Start with reading the RGB cover image. Read the gray scale secret image.
ii.
Split it into blocks 8x8 of pixel.
iii. Embed the secret image bits into the cover image.
iv. Apply LSB insertion method.
v. Read the image after the embedding process.
vi. Save the Stego image.
By merging these two phases we obtained our new image based steganography approach, we illustrate the steps of this approach as follow: I. Start with reading the secret image (M) which it is a gray scale image. II.
Compress (M) using neural network. III.
Read cover image. IV.
Embed the compressed image (M) into the cover image using LSB method. V.
Calculate the capacity. VI.
Compare stego-image with cover image. VII.
Calculate the PSNR, MSE, Correlation coefficient. VIII.
Is PSNR >= 30 db and MSE<1 and Correlation Coefficient [+1]. IX.
Are all the results above acceptable then save the stego-image and go to step (XI). X.
Else read another cover image. XI.
End.
The flowchart shown below in Fig (2) represents our proposed approach:
FIGURE 2: High Capacity of Image Based
Steganography Using ANN.
IV. Experimental Results
MATLAB Tools have been used to implement the proposed approach. Lena, Zelda, Boats, Man within (.bmp) format, size of 512x512 pixels are a gray-scale images which have been used as a secret image. The secret image is being compressed before embedding it using Multi layered feed-forward back-propagation algorithm, where the compression is lossy compression but there is no big difference between the two images and the image quality was acceptable as there is no huge distortion in them as shown in the Fig  (3) , these two examples of image being compressed (Man, Zelda): 
Where x and xʹ are the source pixel value and the pixel value in the stego-image (after embedding) of the cover image in the location of (j,k) respectively. To evaluate the quality of the stego-image, the PSNR (Peak Signal to Noise Ratio) have been computed using the equation (2) (2) Where (n) is the number of bits per pixel. We have used the MSE, PSNR and the correlation coefficient to prove the efficiency and reliability of the proposed approach to measure the quality of the image. The Correlation Coefficient value is between [+1 -1], if the result is (+1 ) then the two images (Stego image and the cover image) are so close to each other and there is no big difference between them 19 but if the result is (-1) then the two image are far from each other and there is a huge difference between them. We have computed the correlation coefficient values using equation (3) (3)
As stated in the literature by [19] [20] as long as the PSNR value is above (30db), the image quality is good. As mentioned above the MSE represents the cumulative squared error between the source image and the stegoimage leading to a lower MSE, the best quality of the image. As we can see in table (1) the PSNR is above (52db) for all the stego-images, the MSE is very low between the stego-image and the cover image and the result of the correlation coefficient is (+1) which proves the efficiency of our proposed approach. The most important condition of LSB insertion method is that, the stego-images should be close to the source image where the distortions between the two images are invisible as shown in the There is no clear distortion between the stego-image and the source image and it is very difficult to distinguish the two images and this is the main goal of steganography system that the intruders do not even think there is a secret image inside the source image. The extracted process was implemented successfully for all the embedding images with no distortion on the images which proves that the proposed approach is very effective and efficient, as shown in the Fig (6) below the "Man", image was correctly extracted from Sunset image without any degradation. Hiding grey image in colored image is better than hiding it in grey image [21] , In comparison with others works our proposed approach is better than others shown in table 3 and table 4 . It has increased the capacity of the hidden data and improved image quality by increasing the PSNR of the embedded image. 
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Conclusion
This paper had proposed a novel image steganography approach to increase the capacity of hidden data. Our proposed approach had achieved a high capacity of image data hiding without any noticeable distortion on the cover image which reaches to (88.8906%) of the cover image size. This approach had achieved the imperceptibility besides preserving the quality of the embedding image to the human eyes. We could extract all the cover images correctly and without any distortion on the image features. The PSNR, MSE, Correlation Coefficient had been used to measure the image quality. In the future work it is suggested to improve the compression technique to have a lossless compression by using different methods, enhance the LSB substitution method by using more than 1bit per pixel is to hide the secret image by preserving image quality.
